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Abstract—Network Mobility (NEMO) gains lot of attention after 
standardized and documented by Internet Engineering Task 
Force (IETF). A group of nodes lead by a node called Mobile 
Router (MR) can change its point of attachment without 
disruption in the session continuity is called NEMO. Many 
researchers put a lot of efforts to provide a better secured 
environment for the NEMO users. Many security issues are 
solved and few remain untouched or not fully solved. All the 
researchers mentioned that still more effective mechanisms 
needed to strengthen the security of NEMO. Security issues and 
the proposed solutions by many researchers are reviewed in this 
paper. Also, security issues related to host mobility are reviewed 
for reference. 
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I.  INTRODUCTION 
In general, there are two types of deployment available in 

the mobile networks, namely, Host Mobility and Network 
Mobility. In the host mobility, each and every device will be 
connected with the Access Router (AR) or the base station. In 
NEMO, a group of devices form a network called Mobile 
Network (MN) which is movable as a whole and one of the 
devices called MR will be connected with the AR. All other 
devices will get connection via MR. NEMO Basic Support 
(NEMO BS) protocol is standardized and documented by IETF 
in RFC3963 [1]. At anytime the MN can change its point of 
attachment. While moving from one network to another, the 
session continuity should not be broken in order to get 
uninterrupted services. Literature reveals that NEMO BS 
documentation lacks in providing the information of how the 
communication must be protected. Many research works are 
being carried out to provide a better security mechanism to 
protect the communication. This paper reviews the security 
threats and the solutions provided by the researchers. 

II. SECURITY THREATS AND RELATED WORKS 
Some of the issues in NEMO BS have been solved and few 

issues are yet to be solved. NEMO BS did not provide much 
detail on security issues and protection. Binding Update (BU) 
spoofing is the one of the major issues in NEMO. One of the 
drawbacks of the traditional communication mechanism is the 
delay or hardness in sync up with security standards to be 
employed between the communicating nodes [2]. IP spoofing is 

a part of the Distributed Denial of Service (DDoS) attacks 
which is most difficult to defend. Mihui Kim et al. [3] proposed 
a mechanism to defend the IP spoofing attacks. Their work 
consists of five parts such as speed detection, attack packets 
filtering, attack agent identification, isolation of attack agent, 
and neighboring routers notification. Identifying attack agents 
and notifying the neighboring router are the two most 
important works. Here, all the MRs or a top level MR or the 
AR should perform detection and filtering. During detection, 
the configurable network address and the rate of change of IP 
addresses for a single MAC address were taken into 
consideration. Identification and isolation of attack nodes may 
restrict the attack for some time but it cannot be sustained for a 
longer period. 

For better performance of the routing, the closer Home 
Agent was located by making the communication shorter. 
Angel Cuevas et al. [4] proposed a mechanism to secure the 
dynamic Home Agent (HA) discovery process and their 
mechanism was based on the research work proposed by 
Cuevas et al. [5]. The base work only proposed the routing 
solution but failed to provide security. They focused on adding 
security to the Peer-to-Peer Home Agent Network architecture 
that is used to discover HAs that are geographically distributed. 

A. IPSec 
In the Internet Protocol (IP) networks, to protect the 

communications the IPSec is used. IPSec is a protocol suite for 
securing the communications by authenticating and encrypting 
the IP packets. IPSec supports data origin authentication, 
network-level peer authentication, data integrity, replay 
protection and data confidentiality. IPSec uses the following 
protocols for various purposes related to security: 
Authentication Header (AH), Encapsulating Security Payloads 
(ESP) and Security Association (SA). AH is used for 
connectionless integrity and data origin authentication. By 
using sliding window technique it protects against replay 
attacks. ESP is used for authenticity, integrity and 
confidentiality. ESP considers protection for whole inner IP 
packet when the outer header remains unprotected. SA is a 
bundle of algorithms and parameters to protect the 
communications. Along with these protocols IPSec also uses 
the Internet Key Exchange (IKE) [6] [7]. There are two modes 
of operation available in the IPSec, namely, transport mode and 
tunnel mode. The transport mode of operation takes place 
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between end-stations and the tunnel mode of operations takes 
place between gateways. 

 IPSec [1] [8] is generally used to secure all the 
communications between MR and HA. Many researchers (like 
Souhwan Jung et al. [9]) considered that IPSec is more secure 
for the NEMO environment but still some modifications are 
needed to make it more secure. Because, as the researchers 
expressed, the mechanisms or the techniques which are using 
the IPSec are not secured. Many researchers expressed that the 
IPSec implementation is not entirely error free [10]. Niels 
Ferguson et al. [11] criticized that the complexity of the IPSec 
had lead to a large number of ambiguities, contradictions, 
inefficiencies, and weaknesses. They have found serious 
security weaknesses in all major components of IPsec.  

Three types of keys are used in IPSec such as a pair of keys 
for public-key encryption, a pre-shared symmetric key and 
keys for digital signature. The nodes involved in 
communication should store these keys locally. Leakage of 
these keys would result in security problem [12]. If the keys are 
weak then there will be a possibility of offline dictionary 
attacks. Tat Kin Tan et al. [13] expressed that the 
implementation of IPSec caused heavy processing overheads 
because it needed both Mobile Network Node (MNN) and 
Correspondent Node (CN) to be agreed on Security 
Association (SA) that is a set of encryption standard. So, they 
proposed a method to eliminate the processing overhead by 
introducing Certificate Authority (CA) and Public Key 
Infrastructure (PKI) concept. Many research works are being 
carried out in Authentication, Authorization and Accounting 
(AAA). 

B. Generic AAA architecture 
Generic AAA architecture is standardized and documented 

by the IETF in RFC 2903.  de Laat et al. [14] proposed this 
Generic AAA architecture which is built on the framework 
proposed by Vollbrecht J et al. [15]. The AAA infrastructure 
included a network of cooperating generic AAA servers 
communicating via a standard protocol. This architecture was 
developed to support multi-domain environment and multiple 
service providers.  

A generic AAA architecture consists of a generic AAA 
server, Application Specific Module (ASM), Application 
Specific Information (ASI), Authorization Rule Evaluation 
(ARE), Authorization Event Log (AEL) and Policy Repository 
(PR). A generic AAA server is capable of authenticating users, 
handling authorization requests and collecting accounting data. 
The information available in an AAA protocol message that is 
specific to a particular application is called ASI. ASM is a 
software module that implements a program interface to a 
generic AAA server which handles application specific 
functionality for an AAA protocol message. 

Many researchers found security issues in the Generic AAA 
architecture. Julien Bournelle et al. [16] stated that a protocol 
might be used between the client and the NAS like PANA or 
802.11i. A protocol might be used among the NAS, local and 
home AAA servers. It is generally called AAA protocol like 
RADIUS [17] or Diameter [18]. An authentication method was 
needed between the client and the AAA server. The EAP 

framework would be used which allows using a wide variety of 
methods. 

C. Host Identity Protocol (HIP) 
HIP [19] [20] is also considered as a security protocol 

which separates the IP address and its name. The internet uses 
two spaces namely, IP addresses and Domain Name System 
(DNS). The HIP separates these two in order to support 
dynamic changes to be authenticated directly between nodes. 
The public cryptographic keys are used as host identifiers 
instead of IP address. HIP defined a packet format and 
procedures for updating the active HIP association. Szabolcs 
Nováczki et al. [21] proposed a technique called HIP-NEMO 
which is based on signaling delegation, hierarchical and 
connection tracking procedures. Their method is not 
transparent to the MNNs and if the MN changes its point of 
attachment, updation must be in all the CNs. Jukka Ylitalo et 
al. [22] presented and evaluated a network mobility scheme 
based on HIP. Without the solution for re-direction attacks, the 
MRs were authorized to send location updates directly to peer 
hosts on behalf of the mobile hosts.  

The HIP has been used for host mobility also. Petri Jokela 
et al. [23] compared the handover performances of MIPv6 and 
HIP based mobility management in a heterogeneous IPv6 
environment. They stated that even with an optimal 
implementation the standard MIPv6 protocol involves more 
signaling packets than HIP. Joseph Yick et al. [24] proposed a 
HIP based UMTS/WLAN architecture. They stated that the 
vertical handover delay was reduced to almost zero because of 
HIP's multi-homing support and Make-Before-Break handover 
scheme. 

D. RADIUS and Diameter 
Remote Authentication Dial In User Service (RADIUS) 

[17] is a protocol for carrying authentication, authorization, and 
configuration information between a Network Access Server  
(NAS) which desires to authenticate its links and a shared 
Authentication Server. The Diameter base protocol [18] was 
developed to provide an AAA framework for applications like 
network access or IP mobility. Diameter was made to work in 
both local AAA and roaming situations. It is considered as an 
alternative for RADIUS. Saber Zrelli et al. [25] proposed an 
AAA architecture based on Diameter and Protocol for Carrying 
Authentication Network Access (PANA) for access control. 
They expressed that though their work solved some of the 
security issues, some open issues were also available like loss 
of connectivity, multiple login and credential abuse, dynamic 
service authorization and distinction between IP NEMO and IP 
classic hosts. David Binet et al. [26] also proposed an AAA 
architecture based on PANA, Diameter and EAP which is 
discussed in the next section. 

III. AUTHENTICATION, AUTHORIZATION AND ACCOUNTING 
(AAA) ISSUES 

AAA is a part of security mechanisms. Many researchers 
stated that the authentication process must be started before 
starting any other actions in the mobile network. In other 
words, when an MNN or MR moves into a network, first it 
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must be authenticated before starting further communications. 
MR, which is leading the communications on behalf of the 
mobile nodes, must also be verified whether it is a genuine or a 
malicious node. From the literatures, it is clearly identified that 
the major reasons for failure of NEMO authentication process 
are providing inadequate security parameters, longer delay in 
the authentication process and unreliability of the algorithms 
used to process and to verify the security parameters. 

An AAA architecture based on PANA, Diameter and EAP 
for a multi-operator environment was proposed by David Binet 
et al. [26]. They used two WiFi egress interfaces in MR and a 
mechanism to choose the best at a given time. An MR may not 
be restricted to two interfaces only. It must support all the 
wireless technologies used by the MNNs. They stated that 
before starting the Binding Update (BU) process, the AAA 
process must start and the AAA data must be exchanged. In 
this case, it is questionable how the routes or addresses of the 
HA and the AR of the Foreign Network (FN) are found. 
Otherwise, the AAA process must carry the BU information. 
They didn’t mention how the local nodes must be 
authenticated. 

A framework was proposed by Seong Yee Phang et al. [27] 
to provide an access control mechanism between the network 
nodes and service providers by having firewalls and AAA 
server. Here, they introduced a new entity called AAA Server 
to authenticate the MNNs. Introducing a new element may 
force the service providers to modify the entire structure and 
the protocol. So, it is considered a tough one to include an 
additional burden and to restructure the existing protocol. 

Ming-Chin Chuang et al. [28] proposed a mechanism for 
mutual authentication by combining an AAA model with 
NEMO.  They proposed the mechanism with low computation 
and local authentication. They stated that there were pre-shared 
secret values between AAA servers for authenticating the 
MNNs. Some details are absent like, how the AAA servers 
should communicate within them and what are the parameters 
to be considered. This makes the network vulnerable to man-
in-the-middle attacks and impersonation attacks. 

For local authorization, Jon Sik Moon et al. [29] used the 
tickets and they tried to reduce the delay in authentication 
process. The mechanism proposed by them increases the 
computational cost for the foreign AAA servers. They 
proposed another mechanism that is an ID-based ticket for user 
authentication in a ubiquitous environment [30]. They stated 
that the overhead of the home authentication server gets 
reduced because the ticket renewal is done in foreign network 
itself. Donghai Shi et al. [31] proposed an authentication 
scheme. In their scheme, they established a bidirectional tunnel 
between the new access router and old access router. These two 
research works lack in providing details of how the MNNs 
access the MR securely. Another problem in the procedure 
proposed by Donghai Shi et al., is if the foreign network is far 
away from the home network, then the authentication latency is 
increased. 

Hanane Fathi et al. [12] expressed that the use of IPSec to 
secure NEMO procedures failed to provide a sturdy mechanism 
to restrict leakage of stored secrets. They proposed a handover 

procedure that is based on Leakage Resilient-Authenticated 
Key Establishment (LR-AKE) protocol to be performed by 
MRs and MNNs. PKI is used against all types of attacks with 
required modifications. But, the mobile devices are not capable 
of doing the cryptographic calculation of PKI because of their 
limitations in memory, speed and other parameters. 

Zhang Jie et al. [32] proposed a framework based on AAA. 
They used a foreign network’s AAA server cache mechanism 
to reduce the delay in authentication process. They used public 
keys, symmetric keys and hash functions to authenticate the 
MNNs. IDs and certificates were mentioned in their framework 
but, the authors failed to give details. The cache mechanism 
causes delay in the authentication process. Because, it 
maintains a timetable for the nodes coming from another 
network and it is decreased while the node move away from the 
network. The tables used in the cache take time to update and 
maintain the records. The entries into the table are restricted to 
10. If more than 10 nodes are coming inside the network, then 
the server may be jammed. The messages passed from AAA-
Home (AAAH) to MNN and MNN to MR can be captured and 
used for replay attacks. There was no procedure to prevent the 
replay attack between these nodes. All the messages have to be 
passed through the AR, MR and HA. They did by-pass these 
nodes and passed the messages directly to the AAA server. 
Direct access to the AAAH or AAAF is vulnerable.  

A.  Mutual Authentication and Key Distribution 
A system for distributing secret shares among a group of 

nodes is called secret sharing scheme in which, only the group 
members can modify and share their secrets [33]. Based on the 
concept of threshold secret sharing scheme, a mutual 
authentication and key distribution mechanism was proposed 
by Mihui Kim et al. [34] without having the Trusted Third 
Party (TTP). The local nodes, Local Fixed Node (LFN) and 
Local Mobile Nodes (LMN) must be authenticated before 
getting further services from the MR. They proposed an 
authentication scheme for MR and Visiting Mobile Node 
(VMN). This scheme treated the VMN and MR as same. 
Separate schemes are needed for MR and VMN because, the 
VMN can be authenticated by MR and the MR can be 
authenticated by its home agent. If VMN is also treated as MR 
then there is unnecessary additional load in the authentication 
process. 

Tat kin et al. [13] proposed a solution for authentication 
using random number coupled with PKI concept. The solution 
fully depends on Certification Authority (CA) which is 
maintained by third party. If the secret keys are to be obtained 
from CA or sent to CA, then the trust worthiness is 
questionable. They stated that the MR could decrypt the 
message using CA’s public key which is openly available. If 
the key that is used to decrypt the message is available openly, 
then any hacker or malicious node can open the message and 
read the key also.  

B.  AAA for Different Deployment Scenarios 
From an operator’s perspective, there are three types of 

NEMO deployment that covers most of the deployment 
scenarios. Julien Bournelle et al. [16] suggested to perform 
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AAA based on these three deployment scenarios. The 
deployment scenarios are MR-pan in the fixed infrastructure, 
MR-bus in the fixed infrastructure and MR-pan in the MR-bus. 
In the first scenario, the user may have a mobile network which 
consists of Laptops or PDAs. This personal network can move 
into another fixed infrastructure based AR. In the second 
scenario, a bus or train can have a MR which communicates 
with the nearest ARs and provide services to the customers via 
its own MR. This MR may be operated by the administrators of 
bus or train or the service providers. All the passengers inside 
the bus or train can access the internet through the MR of the 
bus or train. In the third scenario, a mobile network of any user 
can come under the MR of the bus or train and can access the 
internet via the MR of the bus or train. Here, a nested mobile 
network is formed.  

They proposed an architecture based on the two works done 
by Saber Zrelli et al. [25] and Ng C et al. [35]. In the first work, 
an authentication architecture based on the access control 
mechanisms and protocols was proposed to offer basic 
authentication in nested mobile environments. In the second 
work, a basic AAA model for NEMO and various usage 
scenarios were described and from the scenarios, a set of AAA 
requirements in NEMO was drawn. The architecture was 
developed to adopt the three deployment scenarios discussed 
above. One of the issues in this architecture is that only the 
egress interface of the MR could be authenticated. Hence, 
MNNs from the MN could access the Internet but, effective 
authorization could not be possible. Another issue is that, the 
MNN from the MN will not be allowed to use the local 
services because of the restriction to authorized users directly 
connected to the MR. 

NEMO BS lacks a trouble-free, secure and robust AAA 
service. Panagiotis Georgopoulos et al. [36] proposed an 
architecture to secure the MN. They gave an overview of 
NEMO BS, IPSec, RADIUS AAA, Transport Layer Security 
(TLS) based authentication methods and wireless security 
techniques. Based on all these techniques, they proposed the 
architecture. They stated some SLAs must be there between the 
nodes and the home networks. But, there is no detailed report 
on how the SLA should be formed. Similarly, few more details 
are missing like format and parameters of the control messages 
passed between the nodes and the networks. 

IV. SECURITY FOR ROUTE OPTIMIZATION (RO) 
RO is another emerging trend which is a part of Quality of 

Service. Many research works are going on RO and many 
drawbacks are also there because of lacking security. 
KwangChul Jeong et al. [37] stated that the nested MNs were 
affected by the bi-directional pinball routing with hierarchical 
multiple MRs. They combined a RO scheme and AAA 
architecture and proposed an accounting system. They 
introduced a new option field in the header of Diameter. The 
bits were used to find out whether the VMN supports NEMO. 
The proposed system only gives solution to accounting and 
slightly to authorization. They studied some other research 
works also.  RBU+ is an end-to-end route optimization scheme 
for nested mobile networks that was proposed by Hosik Cho et 
al. [38]. Three distinct solutions were proposed for the end-to-

end routing in mobile networks using the method of obtaining 
the route from the Top Level Mobile Router (TLMR) to the 
destination MNN. Thubert et al. [39] stated that nested mobile 
networks have the overhead of nested tunnels between the MRs 
and the HAs and also causes number of security issues. They 
proposed a solution to overcome this problem by introducing a 
new routing header called reverse routing header.  KwangChul 
Jeong et al. [40] proposed a route optimization mechanism by 
allowing the intermediate routers to maintain a routing table. It 
replaces the source address of the packet for reverse routing. 
As stated by them all these route optimization solutions 
concentrated only on providing a better route optimization and 
there were security issues because of the new routes and 
mechanisms. 

Marıa Calderon et al. [41] proposed some approaches for 
route optimization. The triangle routing is the major problem in 
the nested mobile networks. In MIPv6, this triangle routing 
problem was solved by allowing the mobile node to update the 
current location in the CNs and further communication could 
bypass the HA. They stated that delegation of signaling rights 
from the MNN to the MR was necessary. The delegation of 
signal approaches were done in three ways like, delegation 
based on PKI certificates, delegation based on self-signed 
certificates and implicit delegation. Their approaches need 
changes in the software used by the CNs. It is not feasible for a 
mobile device to process such a PKI within the stipulated time 
and it needs a third party certification. Hence, it causes higher 
computational cost. 

A mechanism was proposed by Manhee Jo et al. [42] for 
securing the RO. In their mechanism, the MR sends the BU 
directly to the CN. The CN receives the Care-of-Address 
(CoA) of the MNN from the MR and verify the address to find 
whether the MNN is authorized to use such address. The MNN 
authorize the MR to act on behalf of the MNN using Multi-key 
Cryptographically Generated Address (MCGA) [43] [44]. The 
MCGA could be generated using MNP, public key of the MNN 
and public key of the MR. MR and CN exchange a session key 
to reduce the handoff delay during BU process. Computing 
MCGA could be heavy for the mobile devices which are 
having low computing power. 

V. AAA IN MIPV6 
NEMO BS protocol was developed from the MIPv6. 

MIPv6 supports host mobility while the NEMO supports 
network mobility. Many research works were made to provide 
better AAA mechanisms for MIPv6 networks. Wenjing Ma et 
al. [45] presented an optimization method to enhance the 
handover performance. They created a hierarchical AAA 
architecture and stored the AAA credentials temporarily in the 
local AAA server to avoid sending request to the AAAH each 
time. Then they encapsulated the BU and Home-Test (HoT) 
into authentication/authorization request information and tried 
to save time needed for the BU to travel from MN to HA. Also, 
they attempted to improve security association to solve the 
network access problem. 

Jun Li et al. [46] stated that the handover performance was 
affected because of inserting several message round trips 
before mobile registration. The problem was AAA and MIPv6 
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were separately designed from their own viewpoints without 
mutual reinforcement. In their research work, all connected 
AAA participators constructed an overlay network which was 
naturally topology-aware. The Topologically-Aware AAA 
Overlay Network (TA4ON) was used for compatibly 
combining together resources and capacities. Jinsuk Baek et al. 
[49] proposed a dynamic AAA resolution for Hierarchical 
Mobile IPv6 Network. They stated that they proposed this 
scheme because there was a need to minimize the disruption 
time including AAA cost needed to process a handoff of an 
ongoing session. Jia Zong-pu et al. [47] proposed a handoff 
method based on AAA for MIPv6. They tried to eliminate the 
handoff delay and to increase the security. Jun-Won Lee et al. 
[48] proposed an authentication procedure for fast handoff IPv6 
networks.  

VI. CONCLUSION 
A review has been conducted to analyze the issues, 

challenges and solutions provided related to NEMO security. 
Many research works were conducted to solve the security 
issues. Especially, many have aimed at solving the AAA 
issues. From the review, it is clear that many novel research 
works are needed to strengthen the AAA processes in NEMO 
environment. If the AAA mechanisms are stronger and well 
established then it will prevent many security threats like, 
DDoS attacks, man-in-the-middle attacks, etc. The security 
mechanisms should be fast and light weighted, at the same time 
security should not be compromised. In order to effectively 
secure the NEMO environment, all the nodes must be 
authenticated. 
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