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Abstract— A Mobile Ad-Hoc Network (MANET), each node
can move around freely, as the network topology changes
dynamically. Malicious nodes may disrupt routing
algorithms by transmitting a false hop count by dropping
data packets, and by routing the packets through unintended
routes, and so on. Hence a secure route discovery is
required. In the proposed model called Secure Route
Discovery using Opinion Based model (SRDO), each node in
a MANET predicts its neighbor’s future behaviours and
selects the shortest faithful route during route discovery
phase to transmit the required packets. The objective is
to design a security system and to keep the overhead as low
as possible, during route discovery and optimizing the
output.
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l. INTRODUCTION

If all the nodes in the network behave co-
operatively, then the network works well. Due to openness in
network topology and absence of a centralized administration
in MANET, it is vulnerable to various attacks from malicious
nodes. To enhance the security of network and to avoid the
hazards from malicious nodes, an opinion based model is
proposed based on the historical behaviors and predict the
future opinion of the node. This opinion based model is
implemented by calculating the opinion of the nodes. The
proposed protocol, Secure Route Discovery using Opinion
Based Method (SRDO), is used to discover a secure route
during route discovery phase.

Il. RELATED WORK

Zouridaki et al (2009) proposed E-Hermes which is a
robust cooperative trust establishment scheme for mobile ad
hoc networks. In this each node determines the trustworthiness
of the other nodes with respect to reliable packet forwarding
by combining first-hand trust information obtained
independent of the other nodes, and second-hand trust
information obtained via recommendations from other nodes.

Poonam et al (2010) provided a survey of
the work done in the field of trust based security in MANET
routing protocols. Poonam et al (2011) Imran & Hussain
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(2008) discussed malicious node identification by the behavior
of the neighbor nodes. The neighbor node behavior is
calculated by the opinion or through the guard node, and the
misbehaving node is identified. After deciding which node
misbehaves, they eliminated it from the network topology.
Nan et al (2010) proposed a new IDS called Enhanced
Adaptive Acknowledgement (EAACK) that solves four
significant problems of the Watchdog mechanism, which are
ambiguous collisions, receiver collisions, limited transmission
power and false misbehaviour report. Praveen (2010)
described the different types of network layer attacks and the
countermeasures for each type of attacks.

All the above schemes only try to protect the
system from the attacker, but do not bother about quarantining
the attackers. The twin systems of watchdog and path rater
(Sergio et al 2000), not only detect the mischievous nodes but
also prevent their further participation in the network. Hao et
al (2006) stated that SCAN also has a similar action, but is
more comprehensive, in the sense that not only packet
dropping but also other misbehaviours like giving the wrong
hop count are covered.

“Sanjay et al (2011) proposed Friend based Ad
hoc routing using the Challenges to Establish Security
algorithm to provide secure routing in Mobile Ad hoc
Networks. They have Sharing Friend Lists consisting of the
list of trusted nodes to the source node only through which the
data transmission takes place finally. The friend list’s node is
rated based on the amount of data transmission and its
friendship with other nodes in the network.

Zhi et al (2011) proposed a trust management

scheme consisting of two auto regression models, called
Autoregressive  (AR) model and Autoregressive with
exogenous inputs (ARX) model to improve the routing
reliability for wireless ad hoc networks. In the AR model, the
node uses its own observations for prediction, while the ARX
model uses information from the other neighbors.
Soufiene et al (2011) presented a comprehensive survey on the
investigations of the state-of-the-art countermeasures to deal
with the packet dropping attack. They compared the different
schemes such as the Passive Feedback based, ACK-based,
Reputation-based and Incentive-based schemes with their
assumptions and limitations.
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Hui et al (2013) proposed trust prediction and
trust-based source routing in mobile ad hoc networks. They
presented a dynamic trust prediction model to evaluate the
trustworthiness of nodes. This is based on the nodes’ historical
behavior, as well as the future behavior via extended fuzzy
logic rules prediction. They have integrated the trust
predication model into the Source Routing Mechanism. They
chose the shortest route that meets the security requirement of
data packet transmission.

Janvon et al (2012) focused on networks using the
popular AODV protocol and a secure extension of the AODV,
the Secure AODV (SAODV) protocol. They conducted a
vulnerability analysis of SAODV to identify unresolved threats
to the algorithm, such as medium access control layer
misbehavior and Wormhole attacks, Rushing attacks,
Blackhole attacks, Resource depletion attacks, Distributed
Denial of Service (DDoS) attacks and Jellyfish attacks.

Govindan & Mohapatra (2012) presented a
detailed analysis of trust dynamics including trust propagation,
prediction and aggregation algorithms in MANETS. They have
also classified the trust computations into two types: i)
Distributed trust computations: Every node computes its own
value of trust of its neighbors and ii) Centralized trust
computations: a Central agent manages/helps the node in trust
computations. They again classify the Distributed trust
computations as:  Neighbor sensing  (Direct trust),
Recommendations based trust (Indirect trust), and Hybrid
method. The trust agent based method is an example of
centralized trust computation.

Venkataraman et al (2013) proposed a regression
based trust model for Mobile Ad Hoc Networks. They
proposed a generalized Vector Auto Regression (VAR) based
trust-model over routing protocols that can monitor every
functional behaviour of a neighbouring node. This model
identified multiple attacks simultaneously in wireless ad hoc
networks and worked well for proactive and reactive routing
protocols. This is done by strengthening the evidence
collection phase prior to trust evaluation. In this approach, the
trust can be easily incorporated, independent of the underlying
network layer routing protocol, in wireless networks.

I1l.  PROPOSED ALGORITHM
A. Secure Route Discovery

In the proposed protocol, by using Opinion Based
Method, each node calculates the behavior of its direct
neighbor nodes, and this opinion value is stored in the routing
table. To find the route from source to destination, the source
node broadcast the RREQ packet to its neighbors. If the
RREQ packet reaches the destination, the opinion value which
was stored in routing table is checked, whether the
intermediate node is a malicious or not. If the intermediate
node is not a malicious node, the RREP packet adds the
opinion value in the RREP and forwards it to the next node in
the reverse route to the source node. Otherwise -1 is set in the
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opinion field and the intermediate node will never update it.
Whenever the RREP reaches the source node, the source node
checks the RREP field. If the RREP packet value is -1 then it
is identified that there is at least one malicious node in the
route. The proposed protocol SRDO not only reduces the
average end-to-end delay, but also constructs the secure route.

B. Opinion Based Method

The Opinion Based Method will continuously
track the behavior of its neighbors and compute their opinion
of every node. The proposed method capturing the behavior
of the neighbor node(ie data forwarding ) and opinion value of
the neighbor, is expressed as the number of data packets
received from the neighbor to the total number of data packets
forwarded to the neighbor. This model relies on the direct
observations of neighboring node.

The computed opinion value is stored in the
routing table. The computed opinion value reflects the
neighboring nodes’ behavior and identifies the malicious node
based on the opinion value.

C. Propagation of opinion values

During route discovery phase, every node in the
network computes the opinion value by using the Opinion
Based Method, which exchange these values among the
neighbour nodes. The original RREP packet is modified as
shown in Figure 1.1 and it is implemented over the AODV, to
include the opinion value in the modified RREP as shown in
Figure 1.2. The source node initiates the route discovery
process by sending the RREQ packet. Whenever the
destination node recevies the first RREQ, the destination node
will send a RREP message without any opinion information in
the message, while, the intermediate node receiving the
RREP, adds the opinion value of the destination node in
RREP, and forwards it to the next node in the reverse route to
the source. As the RREP packet proceeds towards the source,
the intermediate nodes add the opinion values of the neighbor
nodes, only if they are not malicious. If it is a malicious node,
the opinion value of -1 is set in the opinion field. If the
intermediate nodes receive negative values in the opinion
field, they will never update the opinion value. Hence, the
source node can identifies that there is at least one malicious
node in the route to destination, and the route will not be
selected for the transmission of data.

Type R A Reserved Prefix Sz Hop

Count

Destination IP Address

Destination Sequence Number

Originator IP Address

Lifetime

Figure 1.1 Original RREP packet format in the AODV
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Type R A Reserved | Prefix Sz Hop Count

Destination IP Address

Destination Sequence Number

Originator IP Address

Lifetime
Opinion Value

Figure 1.2 Modified RREP message format in the SRDO

IV SIMULATION RESULTS

The SRDO calculates a node’s opinion using the Opinion
Based Method, based on the previous history, and provides a
relative identification of the malicious node. To evaluate the
performance of the proposed protocol SRDO, we have
conducted a comprehensive test, using the NS2- network
simulator.

Experimental Setup

The NS2 simulator is used to evaluate the
performance of the SRDO in different conditions. Consider a
network topology of 1000 x 1000 m, in which n nodes are
randomly placed. Each node has a uniform default
transmission range of 250 m. With a fixed transmission range
and network area, the network density is varied from low to
high, by altering the number of nodes. Each simulation is run
for 600s, and repeated 8 to10 times. The parameters used in
the simulations are listed in Table 1.1.

Table 1.1 Simulation Parameters

Parameters Values
Transmission range 250 m
Number of nodes 50-120
Number of comm. pairs 10
Network area 1000 m?
Mobility model Random way point
Mobile speed 0-25 m/s
Routing policy AODV
Traffic type CBR (constant bit rate)
Packet sending rate 5 packets/s

Antenna

Omni antenna

Path loss model

Two-ray ground

MAC protocol 802.11 DCF
Interface queue type DropTail/PriQueue
Simulation time 600 s

Pause time 100s

Performance Metrics
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The important metrics on which the DRSR and

the proposed protocol SRDO are evaluated, are the data
delivery rate, control overhead, and average end-to-end delay.

Network Throughput- Throughput indicates the amount of
digital data transmitted per unit time from the source to the
destination.

Routing Packet overhead- The total number of control
packets sent out by all the nodes divided by the total number
of successfully delivered data packets.

Average end-to-end delay- The average time taken by the
data packet from the source to the destination, including buffer
delays during route discovery, queuing delay at interface
queue, retransmission delay and propagation time.

Varying Node Speed:  The objective of the simulation
setting is to evaluate how the protocols, namely, the DRSR
and the SRDO perform, on varying the node speed from
0(m/s) to 30 (m/s).

Network throughput

Figure 1.3 (a) shows how the protocols the DRSR
(Revathi et al) and the SRDO perform at the maximum speed
of nodes varying from 0(m/s) to 30 (m/s). The throughput of
DRSR decreases remarkably as the nodes speed up, while that
of the SRDO decreases gently. At high speed, the differences
become noticeable. The reason is that the SRDO uses the
opinion feature to detect the node behavior which increases
the probability of successful delivery to a good opinion node
using a trusted route. The DRSR maintains the shorter route
to the destination, and it is unable to improve the throughput in
the case of attacks from malicious nodes. The throughput of
the DRSR is 0.2 packets/sec, and that of the SRDO is 0.35 at
the simulation speed of 10 (m/s). The proposed protocol
improves the throughput by 65% at the simulation speed of 10
(m/s). When the speed is increased to 30 (m/s), the proposed
protocol improves the throughput by 80%.
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Figure 1.3 (a): Network Throughput varying the node
speed

Routing packet overhead

From Figure 1.3 (b), the routing packet overhead
in the DRSR and SRDO rises with the increase in the
maximum speed, due to which the route link breaks down
easily. Whenever the speed increases, the routing packet
overhead in the SRDO remains comparatively higher than that
in the DRSR. The reason is that i) more control packets need
to be sent on qualified routes to meet the opinion requirement
of the SRDO. But, in the DRSR, the security is not
incorporated. ii) The additional route updates packet increases
the number of control and routing packets in the SRDO. From
the figure, it is identified that the routing packet overhead in
the SRDO is increased 8.3% , 4.16% and 3.45% at the speed
of 0(m/s), 15 (m/s) and 30 (m/s) respectively compared to
DRSR. Even if the routing packet overhead is increased, the
proposed protocol SRDO achieves greater enhancement of
network security.
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Figure 1.3 (b): Routing Packet overhead varying the node
speed

Average end-to-end delay

Figure 1.3 (c) shows that the average end-to-end
delay increases with an increase in the max speed. The SRDO
has less average end-to-end delay than the DRSR. The reason
is that the SRDO avoids malicious nodes more accurately, thus
reducing the risk of added delay for presenting the failed
routing packets. At higher speeds, the route entries become
invalid more quickly, and thus the source node initiates route
rediscoveries before sending the data. The average delay is
reduced 8.3%, 4.16% and 3.44% compared to DRSR at the
speed of 10 (m/s), 15 (m/s) and 30 (m/s) respectively.
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Figure 1.3 (c) Average end-to-end delay varying the node
speed

V CONCLUSION

The proposed protocol SRDO constructs the
secure route uses the opinion based method during the route
discovery phase. In the proposed protocol called SRDO, each
node in a MANET predicts its neighbor’s future behaviours,
by using the Opinion Based Method, and selects the shortest
faithful route during the route discovery phase to transmit the
required packets. The opinion based scheme does not consume
network resources in terms of computational complexity,
memory and message overheads, as it were implemented using
the neighbor’s opinion.  The proposed protocol SRDO
significantly improves the performance, compared to the
Dynamic Route Shortening and Repairing Mechanism
(DRSR). It adapts itself well in a very dynamic network
environment. The performance of the SRDO has been studied,
using simulations under varying the speed and the number of
malicious nodes. All these simulations demonstrate that the
SRDO outperforms than the DRSR, in terms of packet
delivery ratio and end-to-end delay, while it reduces the
routing overhead significantly.
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