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Abstract—Vehicular Ad-hoc Networks (VANETs) are the vital
components of Intelligent Transport System. As far as Utility of
VANET has concern, we can mainly classify into four groups like
safety applications, commercial applications, convenience
application and production applications. As all networks have
some security threats, VANET also have some security threats of
availability, authentication and driver’s confidentiality. Black
Hole Attack, Broadcast Tampering and Greedy Drivers etc. are
the major issues of availability. Authentication has some serious
issue of GPS spoofing and Sybil Attack. In this paper we are
elaborating these threats and also their possible solutions. We are
also evaluating the accuracy, robustness and efficiency of the
already proposed solutions.
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I.

INTRODUCTION (HEADING 1)

As we, all know rapid increment in the population leads to
several hazards like Unemployment, Poorness and also rise in
the heavy traffic. Vehicular Ad-hoc Network plays a vital road
to control the traffic and the road safety. It is the main
component of Intelligent Transport System and a subset of
Mobile Ad-hoc Network, which is sufficient for
communicating each other with or without fixed infrastructure.
For implementing and learning various simulators are available
like NS version-2 & 3, VanetMobiSim, MOVE, QualNet,
NCTUns, TraNs, GlomoSim and etc. (1) (2) (3). We can
implement VANETs in two ways:
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of NS-2 compared protocols AODV, DSR and OLSR and
find that DSR is the most scalable routing protocol for
VANETs. In 2007, Jerome Harri et al. explain the new
simulator name as VanetMobiSim showed some new
parameters are also essential for evaluation of performance
(4)(5).
III.

MAJOR SECURITY ATTACKS IN VANET

There are so many attacks on security implemented in
VANETs. Some of them are following:
A. Denial of Service Attack:
On general concern Denial of Service attack is just sending
to many fake requests on the server, so that server become hang
or crash because of multiple and more frequent request just like
in a class of 50 students everybody asking the doubt to
available single faculty simultaneously as consequence faculty
ran out of the class. Availability plays a huge role in VANETs
because all vehicles depend and rely in the network only. The
main target of the attacker in DOS Attack is the
communication channel or media through which all the nodes
are connected. Attacker jams this communication channel so
that network is not available to the authenticate users [6]. In the
figure1, we can see that Vehicle A jams the entire network of
both V2V and V2I so that not all remaining nodes B, C, D can
communicate among themselves.

• V2V (Vehicle to Vehicle Communication): In which two
or more vehicles communicating each other without any
backbone or a device. In the V2V communication,
sensors are placed in the vehicles itself [3].
• V2I (Vehicle to Infrastructure Communication): In which
vehicles are connected via backbone aliased as Road Side
Units (RSU). In which sensors are placed in different
locations like Red Light, Sign Boards and Bus Stops etc.
II.

RELATED WORK

Association of Electronic Technology for Automobile
Traffic and Driving (JSK) of Japan in 1980 was originated idea
of the Inter Vehicular Communication System. In the year
1988, Josh Broch David et al. compare TORA, AODV, DSR
and DSDV protocols on the basis of path optimization and
packet delivery ratio and in 2009 QianFeng et al. with the help

Figure 1. Overview of DOS Attack

Solution: Channel Switching is the methodology by which
we can overcome DOS Attack. There are multiple channels
provided by DSRC with range between 5.850 GZ to 5.925 GZ.
Whole DSRC spectrum is clustered in seven segments or
channels. These seven channels are categorized in two groups,
one is safety related application and another one is non-safety

23

IRACST – International Journal of Computer Networks and Wireless Communications (IJCNWC), ISSN: 2250-3501
Vol.8, No 1, Jan-Feb 2018

related application. CH 172, 178 and 184 are in safety related
application and CH 174, 176, 180 and 182 are in non-safety
application. If attacker jams or destroys one channel there is an
option to switch to another channel so that the network is
available to all nodes. Similar methodology of switching can be
applied in technology. There are so many technologies for
VANETs like Wi-Max, UMTS’s Terrestrial Radio, Zig-Bee
and Wi-Fi. They have a different Frequency Band, Data Rate
and Range. According to the intensity of the attack, we can
select our technology range higher or lower. Another solution
can be having Multiple Radio Transceiver on OBU. With the
concept Multiple Input Multiple Output OBU can have
multiple Transceivers. If the DOS attack happens, OBU have
option to switch into other Transceivers so the principle of
availability can be maintained. Distributed DOS attack is
enhanced but more dangerous attack compare to DOS attack.
In DDOS attack there is more than one attacker that targets the
single and common network in different time slots (7) (8).

B. Blacke Hole Attack
In General Black hole attack is a room or a place in the
space in which force of gravity is so strong that even light is
not able to pass through. In VANETs, Black Hole attack is
created by a malicious node, which does not, passes the
information or data to other nodes, sometimes-malicious node
passes the fake or wrong information.

Figure 2. Overview of Black hole Attack

To understand in better way, we can take an example as per
the above Figure 2. In the figure A is source node and G is
destination node. As per the AODV routing first A will send
RREQ message to its adjacent nodes B, E and D. Further they
will also broadcast RREQ to their adjacent nodes. But in this
scenario F is malicious nodes that does not pass RREQ
message to G and in place pass RREP message acting as if it is
the destination node. After the reply from F node A saves the
route in its routing table for F instead of G. Whenever A need
to send a message to G its message delivered only to F. F
discards its Message which is sent for G or some time tamper
the message hence a Black Hole attack is done (9).
Solution:
•

By Generating Random Number: In order to verify the
destination node, the source broadcast SRREQ
message towards destination via different paths. It
broadcast a random number X in all the networks.
When destination receives the random number X, it
immediately, reply another random number Y as
SRREP. The sender will receive all SRREP packets &
check the uniformity. If all the SRREP are uniform

then the destination is verified otherwise node who sent
different number will be consider as malicious (10).
•

Packet Delivery Ratio: If there is a black hole in the
networks then packet delivery ratio will be decreased
because Black Hole node drops some of the packet
coming from the source to authenticate destination.
There also a high end to end delay of the node because
malicious node will not check its route table and reply
promptly (11).

C. GPS SPOOFING
In the GPS spoofing attack the attacker shows its false
position. Attacker is on the other position and pretends to be on
different position. He gets success to make all other vehicles
fool with the help simulator of GPS satellite that spoofs its
location to different location. This satellite simulator has more
signal strength then original GPS satellite’s signal (12).
Solution:
•

Analyzing the Signal characteristics and Strength: GPS
spoofing can be detected with deep analysis of signal
strength. We can compare observed and expected
strength of signals. Signal that are spoofed by GPS
satellite simulator has relatively more magnitude then
signals generated by legitimate GPS satellite for
surface of the earth. Former perfection leads to
confusion, if signal characteristics are too perfect that
there is something wrong because in real scenario
signal varies from satellite to satellite and changes time
to time. Additional a very easy method by counting the
number of satellite signals. A fake simulator transmits
signal by multiple satellites near about 10 that is more
than available real satellites.

•

Analyzing time comparison: There is a constant time
between simulator satellite and the receiver. But it is
fluctuating if it is coming from real GPS satellite
because satellite gets change after some period of
times. Additionally trajectory cam also monitored by
using separate Accelerometer of the receiver (13).

IV.

ROLE OF CRYPTOGRAPHY FOR PRESERVING THE
SECURITY IN VANETS:

In VANET one message passes from one vehicle to
another, important is this that message should be authenticated
and should be visible or tampered by non-authenticate person.
For this cryptography can be implemented. Cryptography is of
two types i.e. Symmetric and Asymmetric. In symmetric, only
one key is shared between sender and receiver to encode and
decode the message.
Particulars

Asymmetric

Symmetric

Signature Generation

98

0.07
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Signature Verification

2.9

0.035

Encryption

0

0.031

Decryption

0

0.165

TABLE I.

COMPUTATIONAL TIME OF SYMMETRIC &
ASYMMETRICCRYPTOGRAPHY

VANET have so many threats but there are lot of solution
proposed by different researchers. At the last we analyzed
that Asymmetric PKI is best suitable for message passing,
but since it is heavy to apply we can use Symmetric PKI.
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